
GDPR & Covid 19 

Pandemic

Hester de Vries

Universiteit Utrecht

LLM Honoursprogramma

11 May 2020 



Content

2

Covid 19 – surveillance tools

EU data protection framework

Testing at the workfloor

Contact tracing apps

Content



3

Covid 19 – surveillance tools

Will China become 

our foreland in 

terms of 

surveillance?
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Privacy & data protection

Fundamental rights in EU



One uniform set 

of rules for 
protection of 

personal data 
throughout the 

EU
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GDPR
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For the purposes of this Regulation:

‘personal data’ means any information relating to an identified or identifiable 

natural person (‘data subject’); an identifiable natural person is one who can be 

identified, directly or indirectly, in particular by reference to an identifier such as a 

name, an identification number, location data, an online identifier or to one or 

more factors specific to the physical, physiological, genetic, mental, economic, 

cultural or social identity of that natural person;

Scope of GDPR

‘Processing of personal data’ – art. 4 GDPR
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‘processing’ means any operation or set of operations which is performed on 

personal data or on sets of personal data, whether or not by automated means, 

such as collection, recording, organisation, structuring, storage, adaptation or 

alteration, retrieval, consultation, use, disclosure by transmission, dissemination or 

otherwise making available, alignment or combination, restriction, erasure or 

destruction;

Scope of GDPR

Processing of personal data – art. 4 GDPR
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COVID 19

Does GDPR apply to measuring temperature?
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Measuring temperature…

Processing of personal data? 
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- Mere measuring / without any form of registration / processing does not qualify 

as ‘processing personal data’

- However, Dutch DPA remains critical: “after all, organisations do not measure 

for nothing. The results will often have to be passed on and registered 

somewhere in order to give or deny someone access. Systems that open 

gates, that give the green light, or that do something automated in another way 

on the basis of the measurement data, also fall under the protection of the 

GDPR.”

Measuring temperature

Processing of personal data?
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Processing of personal data revealing racial or ethnic origin, political opinions, 

religious or philosophical beliefs, or trade union membership, and the processing 

of genetic data, biometric data for the purpose of uniquely identifying a natural 

person, data concerning health or data concerning a natural person’s sex life or 

sexual orientation shall be prohibited.

Health related data

Ban on processing – art. 9 GDPR
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a. the data subject has given explicit consent to the processing of those personal 

data for one or more specified purposes (…)

Health related data

Lifting the ban on processing – art. 9 GDPR

Requirements for consent to be valid: consent must 

be freely given, specific, informed

“Can consent be freely given at the 

workfloor?” 
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EDPB This is possible – depending on the circumstances – based on 
consent, or if this is necessary for the public interest or vital 
interests of an individual. 

The Netherlands ‘In principle’, an employer is not allowed to process health data 
from employees – only the occupational health and safety 
service or company doctor are allowed to do this. Only “within 
health care” it is allowed for an employer to process health data 
of an employee due to the “Corona crisis”. 

The United Kingdom No specific ground is indicated, but the processing of certain 
data is possible. 

Ireland This may be necessary for reasons of public interest or 
obligations under employment law. 

Germany This may be necessary for reasons of public interest or 
obligations under employment law. 

Belgium This may be necessary for reasons of public interest or 
obligations under employment law. 

Italy An emergency law has been passed empowering emergency 
services to process health data.  

 

Health related data

Lifting the ban on processing – art. 9 GDPR
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Invitation at Tendernet

Extremely short term

About 700 proposals

On-line expert review

“Appathon”- 18-19 April – 7 proposals

How to break free from the lockdown with care?

Use of smart technologies?



15

Contact tracing apps
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- Assessment security KPMG

- Assessment privacy & data protection – Pels Rijcken

- Review Dutch DPA

Contact tracing apps

All seven proposals fail

Anonymity 
• (targeted messages – identification)
Bluetooth  
• (false positives)
Central recording 
• (where does risk analysis take place?)
Data minimalisation
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Contact tracing apps
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 Voluntary – doesn’t mean that the processing will necessarily be based on 

consent

 Legal basis could be performance of a task in the public interest: need to 

conclude Union or Member State Law to which controller is subject

 Clear specification of the purpose & explicit limitations for further use

 Criteria to determine when the app shall be dismantled

Contact tracing apps

Guidelines EDPB



19

Netherlands – Australia 

Contact tracingapp

• Coalition for Occasion

If these principles are not met, we have no 

confidence in the app and will oppose its 

implementation.

“As a privacy lawyer, I’m comfortable to support the app. It’s 
not something [that] I would necessarily do in a different 

world, but we’re in an unprecedented time (…) that helped 
me overcome my concerns,” (…) A maximum penalty of 

$63,000 and five years imprisonment applies to any breaches 
and is the “final step” in the “triple lock” of privacy protections. 
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