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Netherlands
Patrick Wit, David Korteweg and Maarten Goudsmit
Kennedy Van der Laan

Legal framework 

1 Summarise the main statutes and regulations that promote 
cybersecurity. Does your jurisdiction have dedicated 
cybersecurity laws?

There are no dedicated cybersecurity laws in force yet under Dutch law. 
However, there are several statutes and decrees in the field of privacy, tel-
ecommunications and criminal law and certain sector-specific statutes and 
regulations covering aspects of cybersecurity.

Data Protection Act
This Act implements the EU Data Protection Directive (95/46/EC) and 
governs the processing of personal data. It contains a general requirement 
for the data controller to implement appropriate technical and organisa-
tional measures to protect personal data against loss or any form of unlaw-
ful processing. Based on this general requirement the Data Protection 
Authority (DPA) issued non-binding guidelines on the protection of per-
sonal data containing a high-level overview of security measures data 
controllers (and data processors) could take to meet the general security 
requirement.

Telecommunications Act
This Act implements the EU regulatory framework for electronic commu-
nications and regulates providers offering electronic communications net-
works and services in the Netherlands and certification service providers 
issuing qualified certificates for electronic signatures. Providers governed 
by the DTA are subject to the following cybersecurity-related obligations: 
• personal data protection obligations, including provisions on location 

data;
• data breach notification requirement;
• interruption of continuity notification requirement;
• security breach notification requirement for certification service 

providers;
• data retention requirement for law enforcement purposes;
• interceptability requirement for law enforcement and intelligence and 

security agencies; and
• cooperation requirement with law enforcement and intelligence and 

security agencies.

Criminal Code
This Act contains the criminal provisions, including cybercrimes (eg, hack-
ing, illegal interception and data interference). The cybercrime provisions 
in the Act have been updated over the years due to the adoption of inter-
national cybercrime instruments, such as the Cybercrime Convention and 
the EU Directive on attacks against information systems (2013/40/EU). 

Code of Criminal Procedure
This Act contains the investigatory powers of law enforcement (police and 
public prosecutors). The traditional investigatory powers have been sup-
plemented by several computer-related investigatory powers, such as a 
network search, interception of content data and production for traffic and 
user data.

Intelligence and Security Services Act of 2002
This Act contains the investigatory powers of the General Intelligence and 
Security Agency (AIVD) and the Military Intelligence and Security Agency. 

These agencies have broad powers to intercept (targeted/untargeted) com-
munications and request data from any (legal) person in the Netherlands 
who is supposed to be able to provide such data.

Civil Code
The Civil Code covers a wide range of matters governing natural and 
legal persons operating in the Netherlands. Matters covered by the Civil 
Code that are relevant for cybersecurity are the general rules on liabil-
ity and the rules on electronic signatures. The rules governing electronic 
signatures will soon be replaced by the recently adopted Regulation (EU) 
No. 910/2014 on electronic identification and trust services for electronic 
transactions in the internal market, which will enter into force on 1 July 
2016.

Financial Supervision Act
This Act contains the general regulatory framework for financial enter-
prises in the Netherlands. General security, including data security, 
requirements are imposed on financial enterprises, which are stipulated 
in further detail in underlying decrees and material developed and issued 
by the supervisory authority De Nederlandsche Bank (DNB), such as the 
Assessment Framework for Information Security 2014. 

2 Which sectors of the economy are most affected by 
cybersecurity laws and regulations in your jurisdiction?

The following sectors are most affected by the cybersecurity laws and regu-
lations that are currently in force in the Netherlands:
• providers of electronic communications networks and services;
• sectors processing large amounts of (sensitive) personal data, such as:

• the health-care sector; and
• cloud service providers;

• the financial sector; and
• certification service providers.

The electronic communications sector is the sector that has made the 
most progress towards promoting cybersecurity, whereas industries that 
are processing large amounts of personal data but that do not have a tra-
ditional background in the IT sector (such as the health-care sector) still 
need to improve. For example, the DPA has scrutinised the data processing 
practices in the health-care sector in a sector-wide report in 2013 and took 
action against a hospital for lax cybersecurity measures in late 2014. 

3 Has your jurisdiction adopted any international standards 
related to cybersecurity?

The statutes relevant to cybersecurity for private organisations do not 
directly adopt specific international standards related to cybersecurity, 
but they do often contain a general obligation to take appropriate techni-
cal and organisational security measures, taking into account the state 
of the art and the costs of implementation and risks involved. The ques-
tion of which technical and organisational measures are deemed to be 
‘appropriate’ is heavily influenced by (international) standards related to 
information security. The DPA and other supervisory authorities and gov-
ernmental bodies often refer to such (international) norms in their guid-
ance documents.

Governmental bodies are bound to implement certain (interna-
tional) standards on the basis of certain self-regulatory instruments. 

© Law Business Research Ltd 2015



Kennedy Van der Laan NETHERLANDS

www.gettingthedealthrough.com 59

These standards are published by the Standardisation Board and the 
Standardisation Forum.

The following standards are widely accepted and are part of the cur-
rent ‘state of the art’ for information security in the Netherlands:

General
• NEN-ISO/IEC 27001:2013.
• NEN-ISO/IEC 27002:2013.
• NEN-ISO/IEC 27005:2011.

Health sector (national standard based on ISO 27002)
• NEN 7510 – general data security norms for the health-care sector.
• NEN 7512 – additional norms to NEN 7510 concerning data transfers.
• NEN 7513 – additional data security requirements regarding electronic 

health records.

Financial sector
The Framework for Information Security 2014 is based on international 
standards COBIT 5 and ISO 27000. The PCI Data Security Standard is also 
a generally accepted standard in the financial industry for payment card 
data security.

4 What are the obligations of responsible personnel and 
directors to keep informed about the adequacy of the 
organisation’s protection of networks and data, and how may 
they be held responsible for inadequate cybersecurity?

Pursuant to the Data Protection Act and Telecommunications Act, data 
controllers and providers of electronic communications networks and ser-
vices are responsible for taking appropriate technical and organisational 
security measures protecting personal data. Although this obligation rests 
on the organisation, it should be effectuated by responsible personnel and 
ultimately the directors managing such organisations.

Responsible personnel and directors could possibly be held responsi-
ble for maintaining an adequate protection of the organisation’s networks 
and data under theories of general tort law (‘duty of care’), director’s liabil-
ity or professional liability (eg, medical practitioners and lawyers). To what 
extent directors and responsible personnel may be subject to such non-
contractual obligations, largely depends on the specific circumstances of 
a given case.

In addition to these non-contractual obligations, directors and respon-
sible personnel could be subject to specific contractual obligations for 
maintaining an adequate protection of the organisation’s networks and 
data.

5 How does your jurisdiction define cybersecurity and 
cybercrime?

The terms ‘cybersecurity’ or ‘cybercrime’ are not legally defined as such 
under Dutch law. Both of these terms are used in ordinary language but do 
not have a legal meaning on their own. 

The term ‘cybersecurity’ generally covers matters relating to the 
confidentiality, integrity and availability of data, networks and computer 
systems. These matters are regulated to some extent by subject- or sector-
specific statutes and regulations, such as the Data Protection Act (covering 
data security) and the Telecommunications Act.

The term ‘cybercrime’ generally relates only to computer-related 
crimes. These matters are covered by the Criminal Code and the relevant 
international instruments. The Telecommunications Act imposes certain 
obligations on telecommunications providers, such as the requirement of 
interceptability, that are complementary to the investigatory powers of law 
enforcement and the intelligence and security agencies.

6 What are the minimum protective measures that 
organisations must implement to protect data and 
information technology systems from cyberthreats?

The relevant statutes and regulations, particularly the Data Protection Act 
and Telecommunications Act, mandate that organisations must imple-
ment appropriate technical and organisational security measures, tak-
ing into account the state of the art and the costs of implementation and 
risks involved. These legal instruments do not mandate in detail, however, 
which protective measures organisations must implement to protect data 
and IT systems from cyberthreats. 

Data Protection Act
Data controllers must implement appropriate technical and organisational 
measures to protect personal data against loss or any form of unlawful 
processing. The data processor will also be required to implement these 
measures by virtue of the data processing agreement concluded with the 
data controller.

The national DPA issued guidelines on the protection of personal 
requiring data controllers to perform a ‘plan, do, check, act’ cycle. These 
guidelines stipulate that the information security practices of organisations 
should be in accordance with generally accepted security standards, such 
as the ISO standards on information security, and contain examples of pro-
tective measures organisations could take. These guidelines are not legally 
binding, although complying with these guidelines is recommended.

Telecommunications Act
Providers of electronic communications services and networks must also 
implement appropriate technical and organisational measures to protect 
the personal data of subscribers and users for the safety and security of 
the networks and services that they provide. In any event, these measures 
must include:
• guarantees that only authorised personnel have access, for legally per-

mitted purposes, to the personal data;
• the protection of stored or transmitted personal data against acciden-

tal or prohibited storage, processing, access, provision, alteration, loss, 
or destruction; and 

• the introduction of a security policy regarding the processing of per-
sonal data. 

Providers should also ensure that its subscribers are informed regarding: 
• special risks concerning the breaching of the safety or security of the 

network or service provided; and
• the possible means for countering such risks insofar as these are meas-

ures other than those that the provider is already required to take pur-
suant to the DTA, and an indication of the expected costs.

Chapter 13 of the Telecommunications Act covers the requirements relating 
to interception and information requests providers must meet. As part of 
these requirements, providers must implement certain security measures 
when processing data relating to interception and information requests 
from Dutch law enforcement and intelligence and security agencies. These 
security measures are stipulated in the Decree on Telecommunications 
Data Security and cover specific measures relating to:
• employees;
• access to premises where data is located;
• the proper functioning and security of the information systems pro-

cessing data;
• preventing, determining and researching breaches of confidentiality; 

and
• subcontracting activities.

7 Does your jurisdiction have any laws or regulations that 
specifically address cyberthreats to intellectual property?

There are two cyberthreat-related provisions in the Copyright Act prohib-
iting the removal or circumvention of technological protection measures 
protecting copyrighted works and software.

First, the intentional circumvention of technological protection meas-
ures and the misuse of devices primarily designed to circumvent techno-
logical protection measures protecting copyrighted works is considered a 
wrongful act (section 29a Copyright Act).

Second, the act of putting into circulation, importing, exporting or the 
possession for commercial purposes of any means the sole intended pur-
pose of which is the unauthorised removal or circumvention of any techni-
cal protection measures protecting software constitutes a crime.

8 Does your jurisdiction have any laws or regulations that 
specifically address cyberthreats to critical infrastructure or 
specific sectors?

No general law has been adopted yet specifically addressing cyberthreats 
to critical infrastructures. A draft statute has been published for con-
sultation that would introduce a general notification requirement for 
IT-security incidents to critical infrastructure. This legislative proposal has 
not been put up for a vote yet in Dutch parliament. Financial undertakings 
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are regulated by sector-specific laws and regulations addressing security 
threats to financial undertakings in general.

Financial Supervision Act
Financial undertakings are required to notify the supervisory authority, 
DNB about certain incidents that affect the functioning or integrity of the 
financial undertaking’s business processes. Data security incidents could 
also be subject to this notification requirement.

Telecommunications Act
The Telecommunications Act contains notification obligations for provid-
ers of electronic communications services or networks and for certification 
service providers issuing qualified certificates for electronic signatures. 
These notification obligations entail:
• data breach notification obligation;
• interruption of continuity notification obligation; and
• security breach notification obligations for certification service 

providers.

9 Does your jurisdiction have any cybersecurity laws or 
regulations that specifically address privacy and civil 
liberties?

The Data Protection Act addresses the processing of personal data includ-
ing the obligations imposed on data controllers and the rights of data 
subjects. The general rules governing the processing of personal data will 
often also govern the recording or accessing of private communications or 
accessing metadata, provided such data qualifies as ‘personal data’.

The Telecommunications Act, implementing the ePrivacy Directive 
(2002/58/EC), contains specific data-protection obligations for providers 
of electronic communications services and networks. Such providers are 
subject to telecoms-specific data protection obligations. One of these obli-
gations concerns the requirement to ensure the confidentiality of commu-
nications and associated data. Intercepting or accessing communications 
and related data is only allowed under a limited list of circumstances enu-
merated in the Telecommunications Act. Providers may intercept or access 
such communications or data if it is necessary to preserve the integrity and 
security of its networks and services.

Criminal Code
The Criminal Code penalises the interception and subsequent recording 
of communications and related data processing through telecommuni-
cations networks and computers by using technical means (section 139c 
Criminal Code). There are exceptions to this prohibition that are to some 
extent similar to the exceptions under the Telecommunications Act. The 
unauthorised interception of communications by employees of providers 
of telecommunications networks and services is also criminalised under 
the Criminal Code (section 273d Criminal Code). 

Constitutional law
From a fundamental rights perspective, the confidentiality of communica-
tions is also protected by article 7 of the Charter of Fundamental Rights of 
the European Union and article 8 of the European Convention on Human 
Rights. There are also ongoing developments to extend the scope of article 
13 of the Dutch Constitution, which currently primarily protects the confi-
dentiality of traditional communications (eg, phone, regular letters). The 
case law of the European Court of Human Rights and the European Court 
of Justice is of particular importance in this field.

10 What are the principal cyberactivities that are criminalised by 
the law of your jurisdiction?

The principal cyberactivities that are criminalised by the Criminal Code 
are an implementation of the activities criminalised by the Cybercrime 
Convention. These activities criminalised by the Criminal Code include:
• illegal access to automated works (hacking);
• obstruction of access to or use of automated works (eg, DDoS attacks);
• illegal intercepts or access to communications via automated works;
• illegal intercepts or access to communications by employees of tel-

ecommunications providers;
• being in the possession of or disclosing intercepted data;
• destroying, damaging or rendering unfit for use of automated works;
• publishing and handling company data illegally obtained from auto-

mated works (‘corporate espionage’); and

• illegal interference with data stored, processed or transmitted by auto-
mated works.

The Dutch government is planning to amend the Criminal Code as part of 
a new cybercrime bill, which will likely introduce, among new investigative 
powers, new cyberactivities that will be criminalised. 

11 How has your jurisdiction addressed information security 
challenges associated with cloud computing?

Information security challenges associated with cloud computing have 
been mainly addressed by the DPA and the supervisory authority for the 
financial market, DNB.

The DPA has issued a (non-binding) opinion on the implications of 
cloud computing for the protection of personal data. The opinion provides 
several general answers concerning questions about compliance with the 
Data Protection Act. An English version of the opinion can be found at 
www.dutchdpa.nl/Pages/en_med_20121031-dutch-dpa-written-opinion-
cloud-computing.aspx.

DNB issued a brief statement about the use of cloud computing ser-
vices by financial institutions in December 2011. According to DNB, cloud 
computing services are a form of ‘outsourcing’ of services that are subject 
to financial supervision rules. As a consequence, financial institutions 
wanting to use cloud computing services are subject to a reporting require-
ment and must ensure that contracts with cloud services providers contain 
a right to examine for DNB. An English version of the statement can be 
found at www.toezicht.dnb.nl/binaries/Cloud%20computing_tcm50-
224828.pdf. Although the statement is strictly speaking not a legally bind-
ing document, most market players comply with this statement and have 
not yet challenged it.

12 How do your jurisdiction’s cybersecurity laws affect foreign 
organisations doing business in your jurisdiction? Are the 
regulatory obligations the same for foreign organisations?

Most relevant Dutch statutes and regulations do not make a clear distinc-
tion between domestic and foreign organisations when it comes to the 
regulatory obligations they may be subject to. For certain statutes the 
applicability of the regulatory obligations merely depends on whether the 
service or network is offered in the Netherlands, not where the organisa-
tion as such is located. For example, it is generally understood that the 
Telecommunications Act applies to providers offering public electronic 
communications services or networks in the Netherlands. The key cri-
terion for this statute’s applicability is whether the network or service is 
offered in the Netherlands, not where the provider or its server is located. 
The location of the provider may pose practical problems in the course of 
enforcement, although being located outside the Netherlands does not 
prevent the applicability of the Telecommunications Act per se.

The applicability of the Data Protection Act, on the other hand, 
depends on a slightly different connecting factor than merely offering a 
service in the Netherlands. The Data Protection Act applies to the process-
ing of personal data:
• carried out in the context of the activities of an establishment of the 

data controller in the Netherlands; or
• by or for the data controller who is not established in the EU or EEA, 

whereby use is made of automated or non-automated means situated 
in the Netherlands, unless these means are used only for forwarding 
personal data.

Best practice

13 Do the authorities recommend additional cybersecurity 
protections beyond what is mandated by law?

Based on the general requirement to take appropriate organisational and 
technical measures to protect personal data, the DPA issued non-binding 
guidelines on the protection of personal data. These guidelines contain a 
high-level overview of security measures data controllers (and data proces-
sors) could take in trying to meet this requirement. The guidelines can be 
found at www.cbpweb.nl/downloads_rs/rs_2013_richtsnoeren-beveiliging-
persoonsgegevens.pdf (Dutch only).

The National Cyber Security Centre (NCSC), falling under the 
Ministry of Security and Justice, regularly publishes White Papers con-
taining guidelines for ICT security. These guidelines often refer to inter-
national norms and other standards and contain practical guidance for 
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organisations. These White Papers are not legally binding but do contain 
practical guidance for organisations and could influence what is deemed 
to be the ‘state of the art’ in the market. Several important White Papers 
issued by the NCSC in this field are:
• ICT-security guidelines for Transport Layer Security;
• Wi-Fi-security White Paper;
• Security guidelines for mobile devices; and
• ICT-security guidelines for web applications.

The White Papers can be found at www.ncsc.nl/dienstverlening/exper-
tise-advies/kennisdeling/whitepapers (Dutch only).

14 How does the government incentivise organisations to 
improve their cybersecurity?

We are not aware of cybersecurity-specific tax credits or grants issued by 
the Dutch government. The Dutch government does incentivise organi-
sations to improve their cybersecurity through knowledge sharing, cri-
sis management reinforcement and public-private partnerships, mainly 
through the activities of the NCSC (www.ncsc.nl/english/services) and the 
Hague Security Delta (HSD, www.thehaguesecuritydelta.com).

15 Identify and outline the main industry standards and codes 
of practice promoting cybersecurity. Where can these be 
accessed? 

See questions 3 and 14 for an outline of the main industry standards and 
code of practice, including references to relevant sources.

16 How do the government and private sector cooperate to 
develop cybersecurity standards and procedures?

The government and private sector mainly cooperate in the field of cyber-
security via the NCSC and HSD. For more information on public-private 
partnerships and activities in this field refer to the websites of both organi-
sations (see question 14). 

17 Is insurance for cybersecurity breaches available in the 
jurisdiction and is such insurance common?

Yes, insurance for cybersecurity breaches and other cyber risks is avail-
able, although not yet offered by all major Dutch insurance companies. It 
is increasingly common for businesses with a higher risk profile to take out 
policies, but the practice has not yet become widespread.

Enforcement

18 Which regulatory authorities are primarily responsible for 
enforcing cybersecurity rules?

The general cybersecurity obligations under data protection law are 
observed and enforced by the DPA. Medical institutions fall under the joint 
supervision of the DPA and the health care inspector. Security within the 
telecommunications sector falls within the jurisdiction of the telecom-
munications regulator, the Authority for Consumers & Markets (ACM). 
Processing of information in the course of data retention and lawful inter-
cept obligations that apply to telecommunication providers are subject to a 
number of security requirements. These are not enforced by the independ-
ent telecommunications regulator ACM, but by the Telecommunications 
Agency, an agency within the Ministry of Economic Affairs. Finally, cyber-
security obligations in the financial services industry are regulated by DNB.

Cybercrime provisions are enforced by law enforcement agencies and 
the public prosecutor’s office. The national police force has a high-tech 
crime task force dedicated to fighting cybercrime. The national intelli-
gence agency, AIVD, is also involved in combating cyberthreats, such as 
cyberterrorism and cyberespionage.

19 Describe the authorities’ powers to monitor compliance, 
conduct investigations and prosecute infringements.

Regulators have far-reaching authority to investigate violations and parties 
under investigation have far-reaching obligations to assist the regulator in 
its work. For example, the regulator may interview employees, seize docu-
ments, obtain access to buildings and confiscate and search computers. 
The regulator may also request documents and other information from the 
party under investigation, unless this would force the party to incriminate 
itself.

20 What are the most common enforcement issues and how have 
regulators and the private sector addressed them?

Enforcement of cybersecurity obligations has until now been very rare.

21 What penalties may be imposed for failure to comply with 
regulations aimed at preventing cybersecurity breaches? 

Not all regulators have the same authority to impose penalties. For exam-
ple, as it stands, the DPA has only very limited authority to impose fines. 
The penalties that may be imposed are as follows:
• Naming and shaming: publications of the regulator’s conclusion that 

a violation has taken place (not technically a sanction, but potentially 
harmful, nonetheless).

• Administrative order to comply by a certain date: often enforced by a 
recurring fine per day or week that the business continues to flaunt the 
order.

• Fines: almost all regulators are allowed to impose fines. A notable 
exception is the DPA, which may not impose fines (except to enforce an 
administrative order or for a violation of formal requirements). A pro-
posal to give the DPA the power to fine is currently before parliament 
and – in its current form – will allow for a maximum fine of €810,000. 
A regulator will often, but not always, issue a warning before imposing 
a fine. 

• Revocation of licence: certain financial institutions, such as banks, are 
allowed to operate only with a licence from DNB. In the case of serious 
violations, DNB may be forced to revoke a licence, although this will 
be a measure of last resort.

22 What penalties may be imposed for failure to comply with the 
rules on reporting threats and breaches?

Currently, the obligation to report a data security breach applies solely to 
providers of public electronic communication services or networks. In case 
of a violation, the regulator can issue a fine of no more than €450,000. 
The obligation and the fine may be extended to all controllers of personal 
data, if parliament decides to accept the ‘broad’ data breach notification 
obligation.

23 What challenges and appeals can parties make against non-
compliance rulings?

A party can object to any decision of a regulatory body imposing a sanc-
tion. This objection forces the regulator to reconsider its own decision. In 
many cases, this review will not convince the regulator to reconsider. A 
party then has two instances of appeal available to challenge the original 
decision. The appeals process does not suspend the sanction, so in many 
cases the party will have to file for a stay of the sanction during appeal by 
obtaining a preliminary injunction.

24 What are the possible sanctions for cybercrimes?
Criminal law in the Netherlands applies to legal entities as well as natural 
persons. Cybercrimes are punishable by prison sentence and fines. Legal 
entities obviously cannot be incarcerated, but are subject to higher fines 
than natural persons. In many cases, prosecutors will try to confiscate any 
assets obtained through illegal activities in addition to criminal sanctions. 
Supervisors of allegedly criminal activities may only or additionally be 
charged for a crimes committed by a legal entity. 

25 How can parties seek private redress for unauthorised cyber 
activity or failure to adequately protect systems and data?

Parties can seek private redress under contract law, in case a breach of con-
tract resulted in damages due to a cybersecurity incident. A party can also 
try to obtain redress under tort law claiming either financial or immaterial 
damages. Dutch data protection law provides a specific cause of action for 
compensation of immaterial damages due to unauthorised processing or 
inadequate protection of personal data.

Threat detection and reporting

26 What policies or procedures must organisations have in 
place to protect data or information technology systems from 
cyberthreats?

General data protection law imposes an obligation to take ‘appropriate’ 
technical and organisational measures. Having regard to the state of the art 
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and the cost of their implementation, such measures should ensure a level 
of security appropriate to the risks represented by the processing and the 
nature of the data to be protected. The specific policies and measures that 
an organisation should take vary wildly per situation. The DPA has issued 
guidelines on information security in order to make this general obliga-
tion more concrete. The DPA places great importance on the constant re-
evaluation of security measures and compliance with information security 
standards. See also questions 3 and 6 for sector-specific standards, which 
may define more concrete security policies or measures.

27 Describe any rules requiring organisations to keep records of 
cyberthreats or attacks.

Providers of public electronic communication services and networks are 
required to keep a list of all data breaches, regardless of whether these 
breaches were reported. These records should include any facts relating 
to the breach, including the nature of the breach, the anticipated negative 
consequences for the protection of personal data and any countermeasures 
taken in response. These records are not public, but should be presented to 
the regulator at its request.

28 Describe any rules requiring organisations to report 
cybersecurity breaches to regulatory authorities. 

Providers of public electronic communication services are required to 
notify the ACM about personal data breaches with negative consequences 
for the protection of personal data processed in the course of the service. 
This notification should include the nature of the breach, contact details 
for obtaining further information, the anticipated negative consequences 
for the protection of personal data, the suggested measures to prevent fur-
ther harm and any countermeasures taken in response.

Certification service providers are required to notify the ACM and the 
Minister of Security and Justice of any breach of security or loss of integrity 
that has or could have serious consequences for the reliability of certifi-
cates issued by it. This notification should include information about the 
nature, scope and consequences of the breach, the estimated moment the 
breach occurred and the time required to investigate, the actions necessary 

to mitigate and prevent future harm and the contact details of the person 
making the notification on behalf of the service provider.

Financial service providers have a general obligation to notify the 
DNB of any occurrence that may pose a serious danger to the correct busi-
ness operations of the financial services provider. This general obligation 
includes cybersecurity incidents.

A bill currently before parliament proposes to create a ‘broad’ duty to 
notify that would apply to any controller of personal data. Another draft 
proposal has been presented for public consultation by the government 
which would require organisations operating as part of the nation’s vital 
infrastructure to notify security incidents.

29 What is the timeline for reporting to the authorities? 
The notification for providers of public electronic communication services 
and networks to the ACM should be no later than 24 hours after detection 
of the breach, if feasible. If the organisation in question is unable to obtain 
all the required information within the first 24 hours after detection, it 
is allowed to do a limited, initial notification and supplement additional 
information no later than three days after detection.

Certification service providers are required to notify immediately after 
a breach occurs.

30 Describe any rules requiring organisations to report threats 
or breaches to others in the industry, to customers or to the 
general public.

A provider of a public electronic communication service or network shall 
notify an individual of a personal data breach with negative consequences 
for the protection of personal data if the breach is likely to adversely affect 
his or her personal data or privacy. Such a notification will include informa-
tion about the nature of the breach, contact details for obtaining further 
information and any recommended measures to limit the adverse effects 
of the breach. A notification to the individual should be made without 
undue delay. If the provider is unable to contact all individuals whose per-
sonal data are involved in the breach directly, it may also notify these indi-
viduals through advertisements in major regional or national media.

Update and trends

As we have seen in recent years, the main challenge in the development 
of cybersecurity regulation is to align the rules and principles with 
the fast development in technology. At best, the regulation should be 
technology-neutral and aim to provide a framework for distributing 
the responsibilities and liabilities for cybersecurity breaches between 
providers and customers, data controllers and data subjects. From a 
technological point of view, the options to protect against cybercrime 
are improving rapidly. The main challenge for regulation is not to hinder 
this technological improvement process. Currently, the legislator is 
tempted to include technological or geographical requirements, for 
example, the requirement to store data in Europe for data retention 
purposes. Such requirements will most likely be beneficial for only 
a specific group of companies which will then focus on protecting 

their beneficial position rather than focusing on further security 
improvements. 

To avoid this requirement pitfall, it would be helpful if security 
providers and users of security would focus on open standards rather 
than country or supplier-specific technology. At the moment the trend 
in cybersecurity laws points in a different direction. The upcoming 
laws and regulations appear to focus on procedural details rather than 
on providing an overall framework for responsibilities. We will see an 
increase in more detailed regulations that for political reasons appear 
to focus on creating a national or European safe haven for security, 
including requirements for geographical scope and to some extent also 
technological requirements. 
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31 Describe practices and procedures for voluntary sharing of 
information about cyberthreats in your jurisdiction. Are there 
any legal or policy incentives? 

The Ministry of Security and Justice has published guidelines regarding 
‘responsible disclosure’ of vulnerabilities by non-malicious hackers to the 
organisations they have managed to compromise. The Ministry encour-
ages organisations to publish responsible disclosure policies that commu-
nicate their willingness to cooperate with these types of hackers.

32 Are there generally recommended best practices and 
procedures for responding to breaches?

The best response to a breach can be achieved by proper preparation ahead 
of time. Organisations must have a regularly rehearsed and updated script 
prepared that includes the contact information of external forensic and 
legal experts. Key internal resources should obviously be aware of this 
script and should know which individual to report to and which immediate 
actions to take following discovery of a breach.
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