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Privacy 
  
 

Is there a legal ground to process personal data? 

In order to legitimately process personal data, at least one of the legal grounds as 

stated in Article 6 GDPR needs to apply. In this particular situation, an organization 

can possibly rely on the consent of the persons involved or the legitimate business 

interest of the organization or third parties. 

Legitimate interest 

The legitimate interests may be financial in nature (e.g. continuing the business 

operations), but also human (e.g. offering employees a safe work environment and 

protecting them and other people against serious damage or risk of damage). The 

relevant interests of the organization must be weighed against the interests or 

fundamental rights and freedoms of the persons concerned. The outcome will 

depend on the actual situation: only if there are specific and well-founded 

indications that the legitimate interests may be negatively affected by the 

coronavirus and the rights and freedoms of individuals do not outweigh these, an 

organization can process the necessary personal data in order to protect these 

interests. 

Statutory obligation 

Employers are subject to the general Dutch legal obligation to offer a safe work 

environment and to protect employees against serious damage or risk of damage 

(in other words: good employment practices). Although the obligation to process 

specific personal data does not arise directly from this legal obligation, an 

organization might rely on this statutory ground when processing corona-related 

personal data. 

Unfortunately, the AP does not express an opinion on the application of these 

statutory grounds to the processing of corona-related personal data. 

Consent 

However, the Dutch DPA (“AP”) does express an opinion on the statutory ground 

of consent. The AP has taken the position that processing of these personal data 

that relate to employees, suppliers, or visitors cannot take place on the basis of 

consent. According to the AP, such consent cannot be given 'freely’. 

 

Please note: if the personal data can be designated as special personal data, for 

example if the personal data relate to the health of a person, there has to be a 

statutory exception besides a statutory ground for processing them (see the next 

paragraph). 
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Is it allowed to process health data? 

Although the processing of health data is not allowed under the GDPR, the 

GDPR contains an exhaustive list of exceptions for organizations to be permitted 

to process health data. In order for these exceptions to apply, it is required that 

specific (local) law exists that applies to the organization that (i) specifically 

allows the organization to process health data and (ii) wherein appropriate 

safeguards for the persons involved are included.  

 

In the Netherlands, organizations can possibly relate to the general Dutch legal 

obligation to provide for a safe working environment and the obligation to protect 

employees from serious (risks of) harm (i.e. good employment practices). 

 

However, the specific processing of personal data in the scope of pandemics is 

not explicitly mentioned in this legislation. So, applying this ground for exception 

involves quite some risks. 

 

It is clear that the AP is also struggling with this topic from its change of position, 

three times over, since the beginning of the coronacrisis in the Netherlands. 

According to the AP's most recent advice (early May 2020), the processing of 

health data of employees, visitors and suppliers based on consent is out of the 

question. So, the AP maintains that these persons cannot give permission freely.  

 

However, the temperature of these persons may be measured and read by the 

organization. According to the AP, these acts cannot be designated as a 

processing operation within the meaning of the GDPR. However, temperature 

cannot subsequently be recorded (digitally or analogously) or be used by 

automated systems (like access gates). According to the AP, these acts can be 

designated as a processing operation within the meaning of the GDPR. In 

addition, the AP specifically mentions the measuring of temperature using a 

thermometer. It is not clear whether other measuring systems, like an infrared 

camera, may be used as well.  

 

Should an organization still want to process (other) health data, this is only 

allowed if the following conditions are met: 

 

 An employer may not process health data of employees himself – 

this may only be done by the company doctor. 

 

 If an employee is infected with the coronavirus and reports sick to 

the employer, the employer may not ask for the reason for illness. 

If an employee reports the infection with the coronavirus 

himself/herself, the employer is not allowed to record this in 

writing.  

 

 Is an employee infected with the coronavirus? Then the company 

doctor will have to inform the GGD (Municipal Health Service). 

Next, the GGD contacts the employer to take measures in the 

workplace. 

 

 

What does the principle of data minimization mean? 

If an organization finds that it has a legal ground to process personal (health) data, 

it needs to be considered which personal data is actually necessary to process. Is 

it for instance sufficient to process information about the whereabouts of travelling 

persons (this information is not considered health data and therefore the stricter 

regime under the GDPR does not apply) or is it absolutely necessary that also 
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other information (e.g. the height of the temperature) is processed? According to 

the GDPR, processing personal data should be limited to what is necessary in 

relation to the purposes for which they are processed (i.e. taking appropriate, 

reasonable and necessary precautionary measures to prevent and/or limit the 

spreading of the coronavirus). 

 

What does the principle of purpose limitation mean? 

Personal data processed within the context of the precautionary measures in 

relation to the coronavirus may not be used for any other purpose. 

Should you have any questions in regards to processing personal health data 

please contact: 

 

 

 

Hester de Vries 

hester.de.vries@kvdl.com  

+31 20 5506 657 
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